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Abstract—This paper discuss the project results of the central-
ized storage for the client generated statistical data. The project
aims was to fill the following requirements: (1) a new web API
where local client statistics can be reported to a highly scalable
and redundant central database, (2) to enable a user to easily
save/share their connection results on a separate webpage, or with
a widget that could be easily embedded on a forum page, and (3)
to produce aggregate reports suitable for infographics, generated
from the data reported by all users. Sample reports could be
filtered by game, ISP, region, or some combination thereof.

I. INTRODUCTION

Currently the WTFast’s Gaming Private Network R©
(GPN R©) [16] client gathers data about the internet connection,
such as the latency, route and the amount of data sent/received.
This can be displayed to the user at the end of a session
allowing them to compare their connection using the GPN R© to
their regular internet connection but has no persistence. This
means that users cannot easily look back on previous session’s
statistics or share their results with others. Furthermore, the
data is not reported to WTFast so they have no way to perform
meta-analysis on their user connection statistics. Without this
data it can be difficult to the effectiveness of the GPN R© system
is or what kind of improvement users can expect when using
the GPN R©. A successful solution would reliably store a user’s
session data and display it back to them in a way that is
understandable to the average user and be easily shareable to
social media networks, online forums and webpages. It would
also allow WTFast to perform analysis to create infographics
to showcase the performance of their GPN R©.

The goal of this project is to provide users a way to
view statistical information about their network connections
with and without using the WTFast’s GPN R©. It includes
the collection and analysis of network data (pings, latency)
and visualization of the analyzed data to provide meaningful
information to the user, and allow the user to share his/her
network statistics on forums and other social media. The
WTFast’s GPN R© is a virtual private network that is configured
specifically for gamers to provide an optimized online gaming
experience. The data is collected by the WTFast’s client
software and sent to a back-end database through a web API.
The data is analyzed and presented to the client via a web
interface.

Users of this system will be the online gamers who are

using, or testing the WTFast’s GPN R© and want to know
how much performance gain they are getting by using it.
Users will not have to be experts in computer networking, but
should understand some of its key concepts such as latency,
jittering, etc. to better understand the information presented to
them. The user’s interaction with the system will be limited, it
will be largely automated, only with a few options select the
session that they want to view and to generate an image that
summarizes the data that can be embedded in forums or social
media.

Our main contributions are: (1) a unique centralized storage
solution for the client generated statistical data, which can be
used to perform data analysis of network game applications,
as well as to monitor the performance of game servers within
a proprietary GPN R©; (2) a new web API where local client
statistics can be reported to a highly scalable and redundant
central database.

Two networking and server optimization research projects
GPN-Perf1: Investigating performance of game private net-
works” (2014) [1], [3], [2] and GPN-Perf2 research project
application (2015-2018) were supported by Natural Sciences
and Engineering Research Council of Canada (NSERC). This
research potentially has far reaching impacts not only in
reducing game latency but also in optimizing other types of
network traffic via the prioritizing of the most important data
packets sent over the network.

II. BACKGROUND AND THEORY

As it was stated in [11], the “large-scale network sim-
ulation is an important technique for studying the dynamic
behaviour of networks, network protocols, and emerging class
of distributed applications, including Peer-to-Peer and Grid
applications”. We already discussed the GPN R© infrastructure
prototype in [3], which was developed to investigate traffic
and game server behaviour in an artificially created testbed
by using a popular game called Minecraft, by using a simple
bot that was found online. GPN R© is a WTFast’s client/server
solution to make online games faster by increasing game speed,
reducing games disconnections, deviations and lag caused by
spikes in packet traffic [16]. Our goal was to generate realistic
network traffic related to an online video game environment by
using game emulation applications available on the Internet.

In [15] we can find a definition of a video game network,
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which is “a distributed set of apparatuses which are capable
of exhibiting an interactive single identity game”. Response
times and network latencies are very important video game
parameters, which can be a reasons for gamers frustration and
dissatisfaction, especially in the multi-user environment. On
the other hand, we can find in research papers, that “the on-line
service’s computers themselves introduce latencies”, which are
bigger with the bigger number of active gamers [14].

In [8] and in [9] discussed multiuser online video game
architectures, specifically ways to reduce bandwidth and the
servers processing time. Their approach may improve scaling,
but it can lead to possible cheating, because gamers have
access to distributed events and game states. A Hybrid Peer-
to-peer (P2P) Architecture with a central arbiter was proposed
in [13].

Authors in [18] discovered that latencies and delays are
important in First-Person Shooter (FPS) games and it can
give advantages to a gamer with less delays. “The time the
information reaches the server that matters, not the time
the player actually pushes the button”, stated in [3]. Other
researchers have discovered that the latency in Internet is
stronger for the First-person perspective online video games
[4]. A study in [6] shows that the client’s traffic has “almost
constant packet and data rate” in different First-person games.

Many authors tried to emulate and investigate game traffic
for online games over the Internet. In [10] the authors inves-
tigate problems related to the StarCraft II game. They found
network problems related to delays, jitters and packet losses.
The traffic characteristics and traffic models are discussed,
along with the suggested simulation and emulation tools. In
[5] authors investigate traffic, generated by a thin client of
OnLive games. They investigated traffic characteristics such
as the bitrates, inter-packet times as well as packet sizes.
In [12] the authors discussed Massively Multiplayer Online
Gaming problems, especially related to data centre computing
resources, and the related workload models. They tried to
predict the resource demand by using trace-based simulation as
well. In [17] authors discovered that gamers with more delays
due to either a longer distance to servers, connection problems,
or congestions have disadvantages to compare with the other
gamers. The authors used bots instead of gamers to evaluate
eliminating delay differences between players [17]. A traffic
generation tool OpenAirInterface Traffic Generator (OTG),
which can be used for online gaming testing and evaluation,
as well as for modelling and simulation was discussed in [7].

III. SYSTEM DESIGN

We began our project with the search for an existing
program that would meet our criteria. During the ongoing
research project we have designed a system made up of
several parts. The system’s Domain Model is shown at Fig. 1.
Architecture consists of a web API built on C# .NET to
allow the data generator or client to post data to our back-
end Elasticsearch database. As well as a website for viewing
and sharing their analytics. The Architecture of the developed
system is shown at Fig. 2.

The web API Class Diagram is shown at Fig. 3. A method
for posting data to the Elasticsearch database, and another that
allows the website to retrieve data from it.

Fig. 1. System Domain Model

Fig. 2. System Architecture

IV. DEVELOPMENT

Additionally a data generator was developed. This is a
small Java application used to generate data to test the web
API and to populate our database. It generates all of the fields
that the WTFast’s client would supply in the real system, but
is configurable so we can test with large or small volumes of
data from many virtual users.

Fig. 4 shows the logical structure of the data. Each user
creates a new session each time they play a game, and each
session consists of many data packets which contain the
network statistics using WTFast, and without collected every
few seconds as the user plays.

A. User’s Interface

The prototype of the client side application is shown at
Fig. 5. It is easy to use. The user logs in with their WTFast
account and is shown their most recent session. Two dropdown
menus let the user select session by game and date and time of
the session. The graph shows the ping latency for the whole
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Fig. 3. Web API Class Diagram

Fig. 4. Entity-Relationship Diagram

session, red shows the Internet ping, and yellow shows the
ping using the WTFast’s GPN R© which is lower and contains
less spikes. Aggregate data is shown below the graph with
green showing the connection improvement using the GPN R©.
The save button lets the user save the data as an image that
summarizes the data and provides a link that can be used to
embed the image in a forum.

V. FUTURE WORK

Our future research will be related to utilizing the infras-
tructure created in the first phase of the project as framework
on which to test a live version of the system to be integrated
with WTFast’s current websystem. This infrastructure will
provide the tools necessary to analyze game data and provide a
way of viewing and analyzing the game servers on the GPN R©.

Fig. 5. User Page Prototype

This data will be used to help further increase the performance
of the GPN R©.

Using our system, we will be able to gather information
that could be used to further enhance the GPN R© that would
have gone otherwise unnoticed and unused. This information
will be viewed by infographics generated by Kibana, using
many different metrics and algorithms will allow the ability to
predict future events that could affect the GNP; and be able
to use this information to prepare for otherwise unavoidable
events.

Testing of the API will first be done by using several
instances of the generator to test the system under heavy
loads. The purpose of these tests will be to see which part
of the system will cause an issue when put under a heavy
load. This will let us know which part of the system will
need improvement before going live. Once the system performs
efficiently under testing conditions it will be implemented in
the WTFast beta client for trial integration. During this time,
we will observe how the system behaves under real conditions;
and implement any necessary changes to fix any issues. Once
the system is fully integrated and working properly in the
WTFast’s client we will then be able to start observing real
data and begin working on ways to take the information we
receive from the users and display it using infographics in a
manner that will be useful for the client.

Future research will be aimed at taking the data from the
users and using that to create infographics that can be used to
assess the key vulnerabilities in the GPN R©. This information
will then be evaluated and then changes could be made to the
GPN R© to increase its performance by predicting things like
future traffic spikes or to examine possible external factors
that are affecting the GPN R©.

VI. CONCLUSION

Network analysis is a broad spectrum of research that can
be studied in many different ways. We have set up a system
that allows monitoring of client data from a robust data centre.
The API was developed to accept data being posted to it from
a client, but while in construction a generator was built to
simulate data to be sent. This gave us the option to control
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the data going into the database as well as simulate large
amounts of data being sent at a time. The data is reported
to the Elasticsearch database and can be viewed by the user
from the website interface that contains graphs and information
about their game session. The project was completed to its
specifications, in that all the functionality of the system has
been built. We anticipate that his project will be a useful tool
to use when gathering and analyzing client network statistics.
Based on our experiments, our infrastructure gives to us a
suitable tool for the network performance investigation and
to generate a stress test for the system.
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