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Abstract—This paper investigates the biometric data emula-
tion and encryption for the sports wearable devices, including
data generation performance with different data encryptions for
a NoSQL document database. We discuss more deeply a specific
topic, related to testing data generation and data encryption for
the performance and stress testing of our NoSQL database.

I. INTRODUCTION

XCo Tech Inc. (Xco), based in Penticton BC, Canada is
developing an agnostic sensor platform for enabling intercon-
nectivity, analysis and integration of information for sports,
fitness and healthcare. The company’s software system collects
data from multiple sensors and transmits that data to servers
where the data is integrated, synchronized, and analyzed. The
data and derived analytics are then transmitted to other devices
or persons where an app can use the data and analytics to
present valuable real-time information to the user.

Critical to the value-add proposition of the system is the
ability to measure a person’s location with cm level precision
indoors and outdoors. For example, basketball coaches are
interested in analyzing the cuts, jumps and bursts performed by
a player during play. Therefore, XCo implements algorithms to
analyze data from location systems and other sensors to deter-
mine such analytics. A second aspect requiring investigation is
the synchronization of data from different sensors or systems
such that the data can be integrated. For instance, positions
obtained from the positioning system could be integrated
with data from MEMS (micro-electro-mechanical systems)
accelerometers and gyroscopes to better detect and classify
maneuvers if the data from the separate sensors and positioning
system can be synchronized.

This research is a small part of a gamification/real-time
solution and state those requirements within a research project
“GAUGE: Exact Positioning Systems For Sport and Healthcare
Industries”, conducted by undergraduate students at Com-
puter Science department (COSC) at Okanagan College (BC,
Canada) with XCo Tech Inc (Kelowna, BC Canada), which
was supported by Natural Sciences and Engineering Research
Council of Canada (NSERC) in 2015. Our designed system
includes a NoSQL database. The emulated data are related for
each individual player (personal statistics) as well as between
players to provide a competitive aspect.

In this paper we discuss two parts of the project, related
to different sensors data emulation as well as data encryption

on the way from sensors to a NoSQL database. We investigate
different encryption/decryption algorithms and related database
performance issues.

Our main contributions are: (1) new area of NoSQL
database implementation; (2) data generation for a NoSQL
database performance optimization and load testing; (3) per-
formance analysis of different encryption algorithms for use
with NoSQL databases: (4) a practical example of Internet of
Things.

II. RELATED WORKS

In [22] authors discuss the potential of heart rate displays
in a social context, by means of an augmented cycling helmet
that displays heart rate data. They studied how pairs of cyclists
engaged with this setup and found that access to another
person’s heart rate data can result in social interplay which
in turn supports engagement with the exertion activity.

Authors in [21] have conducted interviews with ten elite
and recreational athletes to understand their experiences and
engagement with endurance sport and personal and wearable
sports technology. “Technology played both an instrumental
role in measuring performance and feeding bio-data back to
them, and an experiential role in supporting and enhancing
the sport experience”. They suggested two interrelated ways of
looking at sports performances and experiences, firstly through
the notion of a measured sense of performance, and secondly
as a lived-sense of performance.

In paper [5] authors discuss Ambient Health Monitor-
ing, which is becoming increasingly important for supporting
proactive self-monitoring as part of a healthy lifestyle and as an
enabler of appropriate healthcare services in Ambient Assisted
Living (AAL). They describe a modular system approach for
integrating heterogeneous context sources, including: station-
ary sensor networks in AAL infrastructure; wireless medical
device sensors; embedded mobile device sensors; as well as
virtual sensors. The use cases of the system described by pre-
senting a prototype lifelogging application for Android, which
integrates several sensor types into a personal health record,
with a special focus on activity recognition. “The application
also demonstrates the usage of gamification methods as a
persuasive means of enhancing the intrinsic motivation of users
towards a personalized healthy lifestyle” [5].
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In the workshop paper [3], authors present work in progress
where they utilize sensor-based wellness data to benefit teenage
ice-hockey players in their hobby. They created an application
concept and mock-ups of wearable sensors, and conducted a
service design workshop with a teenage ice-hockey team. “Nu-
merous sports tracking applications exist for mobile phones
and smart watches, bracelets and other wearable sensors are
becoming increasingly popular form factors for detecting lo-
cation, physical activity and biometric data” [3].

In paper [16] authors discuss a new model of using NoSQL
databases as a storage systems. The tell, that the “new genera-
tion of database systems with weaker data consistency models
is content with using and managing locally attached individual
storage devices and providing data reliability and availability
through high-level software features and protocols”. They
examines the behavior of several NoSQL DBs: HBase and
Cassandra. In Summary they conclude, that I/O profile does
not differ greatly from traditional RDBMes, but what differs
most is their approach to managing data.

On the other hand, authors in [12] investigated three
NoSQL database (MongoDb V2.2, Cassandra V2.0 and Riak
V1.4) performances for a large, distributed healthcare organi-
zation. In their testing, a typical workload and configuration
produced throughput that varied from 225 to 3200 operations
per second between database products, while read operation
latency varied by a factor of 5 and write latency by a factor
of 4. They found, that Cassandra DBMS provided the best
throughput performance, but with the highest latency.

A Parallel Data Generation Framework (PDGF), a generic
data generator is described in [7]. As they inform, “an ex-
tremely time and resource consuming task in the creation of
new benchmarks is the development of benchmark generators,
especially because benchmarks tend to become more and more
complex”. They presented PDGF Version 2, which contains
extensions enabling the generation of update data as well.

Additionally to biometric data emulation and transmission
we investigated different types of encryption algorithm for the
secure data transmission and storage within a NoSQL database.

In [6] authors propose a new encryption paradigm, referred
to as asymmetric cross-cryptosystem re-encryption (ACCRE)
by leveraging the asymmetric capacity of the participants to
meet the security requirements in mobile access to sensitive
data. They use a ciphertext conversion mechanism that allows
an authorized proxy to convert a complicated IBBE ciphertext
into a simple IBE ciphertext affordable to mobile devices,
without leaking any sensitive information to the proxy.

In [1] authors introduce EnCore, a mobile platform that
builds on secure encounters between pairs of devices as a
foundation for privacy-preserving communication. Using an
Android implementation of EnCore and an app for event-based
communication and sharing, they evaluated EnCore’s utility
using a live testbed deployment with 35 users. “EnCore relies
on D2D radio communication, but incorporates an efficient
periodic MAC-address change protocol that ensures users
cannot be tracked using their MAC address” [1].

In [9] authors propose a data encryption solution for
mobile health apps in cooperation environments. The proposed
mHealth system include the use of mobile devices and apps

that interact with patients and caretakers. They proposed
construction, performance evaluation, and validation of a data
encryption solution for mobile health apps (DE4MHA) as well.
The data encryption algorithm DE4MHA allow users to safely
obtain health information with the data being carried securely.
The proposed security mechanisms did not deteriorate the
overall network performance and the app, maintaining similar
performance levels as without the encryption.

In [14] authors describe symmetric key algorithms DES,
AES, and Triple DES, in which a single key is used for
encryption and decryption as well as RSA, Diffie-Hellman Key
Exchange and Homomorphic equations, which are asymmetric.
In the last type of algorithms two different keys are used
for encryption and decryption. But the authors don’t give any
comparison or any recommendation, which we discuss in our
current research paper.

In [18] the authors inform, that some of the encryption
algorithms are very popular in achieving data security at a
great extent like Blowfish and AES, but because as security
level is increased the time span and complexity of algorithm
to perform various operations is also increased. The authors
proposed a new encryption technique named “D’s crypto-
cipher technique (DCCT)” with random key generation which
enhances the security level as well as increasing the speed
and efficiency of an encryption system. In our paper we don’t
investigate this technique.

“When companies are testing cloud applications, e.g. for
storage or databases, they use generated data for fear of data
loss”, as it is stated in abstract of [11]. They give an overview
of the architecture and performance benchmarks on a prototype
which maybe used for practical adoption. On the other hand,
in [13] authors describe encryption implementation for light
and temperature sensors with very limited system resources.

III. ENVIRONMENT SETUP

A. Amazon Server

For our research we used a development server that was
outside of the college network so it was accessible from
outside the network without having to deal with the colleges
firewall. We chose an Amazon Web Services (AWS) EC2
instance because it gave us the flexibility to do whatever we
needed with the server, and also the ability to easily scale up
if we needed more resources. This server is used to host a
database as well as an automated testing suite. The server is a
t2.micro instance with 1GB of memory and 1 vCPU running
Ubuntu 14.04. The Architecture of the Data Generator with our
encryption/decryption application on the Application Server is
shown on Fig. 1.

Our application supports both Android and iOS clients.
Since it is only possible to compile and test iOS applications
on Apple computers we used an Apple server and install all of
the software that we needed to build our application and run
it on an emulator.

For version control we used Bitbucket. Bitbucket was a
good choice for us because it is free for educational insti-
tutions, and it is capable of linking to both our planning
and collaboration tool (Jira) and our automated testing suite
(Jenkins/Karma).
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Fig. 1. Architecture of the Data Generation and Data Encryption/Decryption
within NoSQL DBMS server.

Jira is a planning and collaboration tool that we used to
plan our work and keep track of what needs to be done, and
who is working on what. It is based around agile methodolo-
gies, and has a plug in for SCRUM which makes it a very
good fit for our team.

A group of 9 students in COSC 470 Software (SW)
Engineering at Okanagan College (OC) completed a 5 week
spike project, in which a data generator was designed and
implemented. The data generator emulates sensors data, and
sends data across a network and into the database. The research
goals of the spike project were to experiment with different en-
cryption methods to use in the system, as well as stress testing
the systems to test the limits of the system. A NoSQL database,
network, and encryption/decryption algorithms needed to be
tested to show what kinds of technological constraints and
bottle necks the system might have.

IV. DATA GENERATOR

The data generator was designed to emulate the sensors
used to track a players motion (xyz coordinates, velocity, and
acceleration) and collect biological data such as heart rate. All
of these fields needed to be generated in a way that would
be at least semi-accurate in simulating the motion of a sensor
being worn by a player so that the data could be used to test
the analytics of the system. We accomplished this by defining
the key fields (x, y, z, heart rate) as functions of time and using
sine waves to modulate them. We then calculated the remaining
fields (displacement, velocity, acceleration) from those key
fields as they would be in the real system. Another purposes of
the data generator project was to test the capabilities different
parts of the system. For instance we tested how much overhead
encryption added, to see if it was viable to encrypt all or part
of the data that was transferred to and stored in our NoSQL
database. We also tested it against of our NoSQL database to
see how much incoming data it could handle.

A. Data Generator Performance

A requirement of the data generator designed by the COSC
470 class was for it to generate data at a rate of at least 1000
samples/second (1 sample/millisecond) for each sensor being

emulated, to keep up with the speed of the actual sensors. The
data generator was constrained by the number of sensors it
could emulate without dropping below 1000 samples/second as
shown in Fig. 2. The number of samples/second drops below
1000 at around 130 sensors without encryption and around
40-50 with AES or Blowfish encryption. If the emulation
was multi-threaded it would be able to make better use of
multi-core CPUs and increase the amount of data we could
generate and encrypt, but that isn’t necessary for our purposes.
Emulating 130 sensors at 1000 samples/second generates ap-
proximately 54 MB/s (130 sensors * 1000 samples/second *
435 Bytes document size) and 21 MB/second with encryption
enabled. This volume of data should is sufficient for testing
against a single instance of the NoSQL database.

B. NoSQL Database performance

We tested the data generator against our database to see
how fast we could insert the generated data into the database.
Fig. 3 shows the results of a test of 100 sensors being
emulated and encrypted using different encryption algorithms
and inserting into a NoSQL database running on the same
machine. Without encryption the data generator was able to
insert at a rate of just over 10000 inserts/second, which is
approximately 4 MB/second. AES and Blowfish encryption
did not add much overhead with 9100 and 8100 inserts/second
respectively. Triple DES gave the most over head with 6300
inserts/second.

V. CHOOSING ENCRYPTION ALGORITHM

We investigated three of the most commonly used encryp-
tion algorithms that could be implemented in our system. The
algorithms discussed are the AES, Blowfish, and Triple DES
(3DES) encryption algorithms. We outline each algorithm and
describe the pro’s and con’s of each; as well as compare the
algorithms performance.

A. AES vs Blowfish vs 3DES

Used Terms:

• Brute-Force Attack: When hackers try to decrypt data
by trying every possible key in the encryption algo-
rithm.

• Block Cipher: A block cipher is a function that en-
cryption algorithms use to encrypt and decrypt files.
Block ciphers take two inputs, a key and text. Next it
applies the encryption algorithm it was designed for
on the text using the provided encryption key [4].

• Encryption Key: The encryption key is a string of
characters that are fed into the encryption algorithm.
These characters act as a key to unlock the algorithm,
they will be used backwards through the algorithm to
decrypt the data. For every bit used in the key the
possible key combinations increases, so longer keys
provide a harder code to decrypt. Any key size below
96 Bytes are vulnerable to brute force attacks [20].
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Fig. 2. Data Generator Performance

Fig. 3. Database Performance

1) AES Encryption: Advanced Encryption Standard (AES)
was developed in 1997 by NIST (National Institute of Stan-
dards and Technology) to replace the outdated DES algorithms;
which were becoming more vulnerable to brute-force attacks
[15]. The AES uses two symmetric keys to encrypt and decrypt
data (this means the key to encrypt the data will also be used
to decrypt the data.) The keys in this algorithm can vary from

128 - 256 bytes. AES encryption is so secure that in 2003
the United States Government announced that AES encryption
could be used to protect classified information [15].

2) Blowfish: The Blowfish algorithm was developed by
Bruce Schneier in 1993 and has been examined by many cryp-
tographers. Bruce developed Blowfish to be a free alternative
to the existing algorithms at the time. Blowfish uses encryption
keys with lengths up to 448-bits and currently no known attack
has been successful against the Blowfish algorithm. Blowfish
is currently not patented, license-free and has become one of
the most commonly used algorithms [17]. Blowfish has a 64-
bit block cipher size and a key length of anywhere from 32 bits
to 448 bits. Blowfish has been subject to a significant amount
of cryptanalysis, and full Blowfish encryption has never been
broken [10].

3) 3DES: Data Encryption Standard (DES) is a symmetric
key encryption algorithm originally developed in the early
1970’s and was the standard for encryption for many years.
It used a 56 bit encryption key with a block size of 64 bits. In
its time it was considered a very secure algorithm, but with the
advancements in computer hardware its small 56 bit encryption
key left it vulnerable to brute-force attacks. In the late 1990s
3DES was introduced as a temporary alternative to DES while
a new standard was developed. 3DES is essentially the DES
algorithm repeated 3 times. This increases the length of the
of the key to 168 bits (3 * 56). Many people are suspicious
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Fig. 4. Encryption Algorithm Performance

of 3DES because the DES algorithm was not designed to be
used in this way, but no serious flaws have been found in its
design, and it is still a widely used algorithm [8].

B. Encryption Algorithm Performance

We have implemented the previous three algorithms into
the system and ran tests on them to see which one would be
the best choice for us to implement in our system. In Fig. 4
we ran each encryption algorithm for a set amount of time to
see how many 2491 Byte Json documents each of them could
encrypt per second.

Theoretically Blowfish is a faster algorithm than AES, so
we were surprised when tests were showing that AES more
than twice as fast as Blowfish. The answer to this question
of why AES is faster that Blowfish is optimization. In recent
versions of Java there has been a lot of work done to optimize
their implementation of AES and make use of Intel R©’s AES-
NI (AES New Instruction set); a set of instructions used to do
AES encryption directly on the hardware which was introduced
in 2010 [2] [19].

VI. CONCLUSION

In this paper we looked at how to generate data to em-
ulate biometric sensors and investigated the effectiveness of
different data encryptions for NoSQL document data bases
for location and biometric data captured by sports wearable
devices. Choosing an encryption method to use can be difficult,
however through this research we have discovered 2 encryption
methods that work well. The AES and blowfish algorithms
seem to be the best choice for the system implemented. Blow-
fish can be implemented to be more secure than AES, however
AES is faster when encrypting very large amounts of data,
especially when using Intel R© AES-IN. They outperform 3DES
in both speed and security, 3DES is an outdated algorithm, and
should not be implemented in new systems.
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